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The PRACTICE consortium is well-positioned to achieve its objectives by bringing together a team of leading industrial and re-
search companies, a research-oriented SME as well as respected European universities. These 18 project partners from 11
different countries form a complete chain stretching from basic research and service design, via applied research, up to end-
user oriented service providers.

Privacy-Preserving Computation in the Cloud
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» Is to design cloud computing technologies that allow computations in the cloud thus enabling
new business processes while keeping the used data secret.
* |s to prevent cloud providers and other unauthorized parties from obtaining secret or sensitive

information.

Motivation:

Information processed by businesses, gov-
ernment organizations and individuals often
comes with confidentiality and integrity re-
quirements. As a result, data processors
must deploy security controls for their ICT
iInfrastructure, protecting it against external
as well as internal attackers.

Cloud services promise great benefits in
terms of financial savings, easy and con-
venient access to data and services, as well
as business agility. Organizations and indi-
viduals therefore choose to outsource their
data to the cloud, where an untrusted party
IS in charge of storage and computation. A
major concern for the adoption of cloud
computing is the inability of the cloud to
build user trust.

"A comprehensive solution for securing the

cloud computing infrastructure is based on

~ cryptographic mechanisms of secure com-
~ putation. These mechanisms allow for dis-
tributed computation of arbitrary functions of
"’briy,a,te (secret) inputs, while hiding any in-
- formation about the inputs to the functions.

" PRACTICE will address all of these set-
',‘,/:;l‘:ings:

+ Hiding user data from other users of the
same cloud service.

« Hiding user data from the cloud provider.

» Securing computation between several
servers.

« Securing computation between untrusting
parties.
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Objectives:

The PRACTICE project aims to build a secure
cloud framework that allows for the realisation
of advanced and practical cryptographic tech-
nologies providing sophisticated security and
privacy guarantees for all parties in cloud
computing scenarios.

The goals of the PRACTICE project are:

- Data confidentiality and integrity
« Computation on encrypted data
* Flexible architecture and tools

The PRACTICE project will:

» enable European customers to save costs
by globally outsourcing to the cheapest pro-
viders, while still maintaining guaranteed se-
curity and legal compliance.

* deliver a Secure Platform for Enterprise Ap-
plications and Services providing application
servers and automatic tools enabling pri-
vacy-sensitive applications on the cloud.

 protect user data from cloud providers and
other users.

The project aims to develop various funda-
mental technologies:

» Secure Multiparty Computation (MPC)
* Fully Homomorphic Encryption (FHE)
» Domain-Specific Development Tools

* Formal Methods
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Technical Approach: Activity 2 “Tools, Applications and Pro-

The work plan for the PRACTICE project is
structured into three loosely coupled activity
lines and tightly integrated work packages:

Activity 1 “Specification, Design and Im-
plementation of Protocols”

It is responsible for analysing existing tech-
niqgues to build the application and protocol
specifications to design algorithms and proto-
cols.

Al: Specification

Secure Computation

Technology
Inputs to Economic and

Legal Analysis,
Material for |Dissemination,
Explaitation
and Training
Material for Exploitation,
Dissemination and Training

A3: Information Sharing and Project

A2: Tools, Applications and Prototypes

totypes”
It is concerned with the design, implemen-

tation, evaluation and demonstration of

tools and applications of algorithms and
protocols developed in Activity 1.

Activity 3 “Information Sharing and Pro-

ject Organisation”
It is mainly responsible for wide and effec-

tive dissemination as well as the proper

programme management that ensures
timely and high-quality delivery of all results
while mitigating emerging conflicts and
risks.

, Design and
Implementation of Protocols

Requirements
and Feedback

Project Mahagement,
Traihing

Economic and Legal Aspects, Project

Management, Training

Organisation

Economic and \Legal Aspects,

Project Results:

« PRACTICE provides modern and novel
technologies for secure computation on
encrypted data, allowing the data owners
to fully utilize the economies of scale.

- PRACTICE creates a secure cloud frame-
work allowing for the realisation of ad-
vanced but practical cryptographic tech-
nologies that are integrated in virtualised
environments.
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This project has received funding from the European
Union’s Seventh Framework Programme for research,
technological development and demonstration under
grant agreement no [609611].

- PRACTICE develops models to quantify
the return on investment for security in-
vestment for the deployment of secure
computation algorithms.

- PRACTICE evaluates the legal aspects re-
lated to the outsourcing of data and of
computation to the cloud beyond national
and European boundaries, and establish
guidelines.




