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Executive Summary

This deliverable reports on the progress of the project partners in terms of dissemination of
the project, standardisation and exploitation of project results, and project internal/external
training during the first year of the PRACTICE project. It further describes the planned future
activities in those areas during the remainder of the project duration. As IPR (Intellectual
Property Rights) issues are directly related to exploitation activities, they are covered within
this deliverable.

In particular, the deliverables accentuates the impact of the project in the international cloud
computing research community through scientific publications on high-quality, international
conferences and the organisation of events that attracted well renowned researchers in this
area. Moreover, it provides an overview of the PRACTICE potential to international
standardization initiatives.

Furthermore, this deliverable reports on already delivered and planned training and
educational measures. The training occurred on the one hand project-internally in order to
achieve a common technological knowledge base among the project partners. And on the
other hand project externally, e.g., within the education at the academic partners.

To further raise the public level of awareness of the project within the scientific and industrial
communities, a diversity of dissemination activities have been impelled, including a project
website with blog and twitter and presentations at workshops and conferences.

The following falls under the achievements and work towards the project goals of the first
project year for dissemination and standardisation:

- 18 peer-reviewed scientific publications

- 15 organized events (workshops, summer schools) with an international audience
and very good feedback as well as organization (or involvement in the
organisation) of high-profile international events.

- Partners participated in 8 conferences including partly presentations

- A thorough survey of standardisation opportunities and first contact with the
standardisation bodies.

We performed the following changes in V1.1 of D32.1 - Updated plan and initial report on
dissemination, standardisation, exploitation and training:

- Section 1.1.1 - Audience and Evaluation Criteria is novel.
- Section 1.2.2 and Table 3 have been madified to include the target audience.

- Section 3.2 includes individual partner tables where a detailed report of
exploitation activities is listed.
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Chapter 1 Dissemination

Dissemination activities are provided to ensure the visibility and awareness of the project and
to support the widest adoption of its results in industry and research. The strategy for the
dissemination of PRACTICE aims at creating this awareness, raising the public interest in the
project, and promoting project results to potentially interested parties. This document
presents the initial dissemination strategy and reports on all the dissemination activities
already executed during the first year. The strategy will be updated and reported during the
course of the project, and monitoring activities will be performed in order to check the
success of the dissemination plan and to adapt if necessary the actions to the changing
needs.

1.1 Dissemination Strategy

The PRACTICE dissemination strategy adopted for the entire project duration is based on
the following pillars:

1 Presentation of the research results within the scientific community (Section 1.2.1),

I Presentation and demonstration at national and international exhibitions & fairs and
dedicated road-show events and industrial days (Section 1.2.2).

Backing by robust infrastructure (Section 1.2.3).
Presentation of the project to the general public (press, web, etc.), Section 1.2.4:

0 Regular communication with the press (e.g. press releases at beginning of
project, before main fairs/exhibitions)

o Posters, handouts, and templates are provided to all partners

0 A public project website was installed and maintained. In addition, some
partners have dedicated one page on their website to explain the project and
their involvement

A http://www.technikon.com/projects/practice

A https://www.trust.informatik.tu-darmstadt.de/research/projects/current-
projects/practice-privacy-preserving-computation-in-the-cloud/

A http://www.bwl.uni-
wuerzburg.de/lehrstuehle/bwll1/research/research topics/supply chain colla
boration/

A http://www.alexandra.dk/dk/cases/sider/practice.aspx

A http://dtascarl.it/progetti/45-practice.html

0 At the end of the project the results can be presented to journalists (dedicated
press tour or during the above road show)

0 Mention the project on the website of the FP7 HIPEAC network of excellence
1.1.1 Audience and Evaluation Criteria

The main objectives of the dissemination activities are the creation of external awareness of
the project, and the communication of the
potentially interested stakeholders. The communication on the project and its results have to
be directed to targeted audience in order to select the most appropriate channels and to
reach the largest number of interested people.
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In the initial dissemination plan the audience is classified into three broad categories:
9 Scientific communities,
1 Commercial and industry experts,
1 General public.

Scientific community includes academics, PhD students, and IT researchers. The strategy to
reach this group will be based on scientific publications and presence in academic events or
conferences. Commercial dissemination aims to raise awareness and inspire interest and
market demand, involving Business Decision Makers and Specialists as end users of the
case studies i supply chain management and financial analysis 1 being developed in the
project; IT Decision Makers implementing cloud computing in enterprise IT infrastructures,
who could benefit of project results to face with security and privacy challenges; and
Developers, who could integrate the provided solutions into their offering.The consortium will
participate in a number of events and organize a number of outreach activities in order to
interact with the eventual beneficiaries of the PRACTICE technology. Finally, the strategy to
reach wide audience is to use the website and other communication means such as blogs,
social networks (Twitter, LinkedIN, etc.) newsletters, and produce dissemination materials
easily accessible from different channels.

To evaluate the effect that strategies have on getting the message to the audience a number
of Key Performance Indicators (KPI) have to be selected, so that progress towards fixed
goals for dissemination activities can be effectively measured. The following table collects
the selected KPI:

Dissemination activity/channel KPI

, Number of visits
Website : .
Number of unique visitors

Number of publications per year
Number of attendees

Impact factor

Feedback received

Number of citations

Scientific Conferences and Journals

Number of contacts

N | rs/F h P r
ewsletters/Fact Sheets/Posters Number of downloads

Number of contacts

Social Networks/Blogs Number of posts/messages

Number of attendees

Presentation/Workshops
P Number of events

E R A N I N I I I B N R

Table 1: Key performance indicators for the dissemination activities

A periodic monitoring of these KPIs will be started to ensure that dissemination activities are
successfully executed, and errors in the dissemination plan can be easily detected and
appropriate countermeasures undertaken.

1.2 Dissemination Activities Started in M01-M12

The project and its results have been disseminated by invited talks at conferences, by
publications at scientific and industry oriented conferences (such as ACNS, USENIX
Security, CRYPTO, Computer and Communications Security) and by organising technical
workshops within the project. The following section presents our dissemination activities in
order to document the extent to which we have executed our above mentioned dissemination
strategy.

PRACTICE D32.1 2



D32.171 Updated plan and initial report on dissemination, standardisation, exploitation and training PRACT'{;EB

1.2.1 Scientific Publications

The following scientific peer-reviewed publications have been published within the first PRACTICE project year. All scientific publications are listed
in an action overview list and are updated by the partners on a regularly base. Currently 18 peer-reviewed scientific publications were prepared
during the first project year.

Is/Will open
Title of the : 1 access
: . : Place of Year of Permanent identifiers™ (if "
Main authors periodical or the Publisher R publication available) provided to
series this
publication?
Publicly Auditable Carsten Baum. Ivan
Sedure Multi- Damgéard, Claudio | SCN Springer | Amalfi 2014 gg":”ep””t"acr'orQ/ZOM/O No
Y . Orlandi -
Computation
An Empirical
Study and Some
Improvements of | Ivan Damgard, _ _
the MiniMac Rasmus Lauritsen, SCN Springer Amalfi 2014 hitp://eprint.iacr.org/2014/2 No
89
Protocol for Tomas Toft
Secure
Computation.
Faster Maliciously | Tore Kasper
Secure Two-Party | Frederiksen, Thomas . ' http://eprint.iacr.org/2014/2
Computation P. Jakobsen, Jesper SCN Springer Amalf 2014 70 No
Using the GPU Buus Nielsen

A permanent identifier should be a persistent link to the published version full text if open access or abstract if article is pay per view or to the final manuscript accepted for publication (link to article in
repository).

2Open Access is defined as free of charge access f or anpgublinaton is aleady establshed and also if the embargo penical foeapenfiy es i i f
access is not yet over but you intend to establish open access afterwards.
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Main authors

Title of the
periodical or the
series

Publisher

Place of
publication

Year of
publication

Permanent identifiers® (if

available)

Is/Will ongen
access
provided to
this
publication?

A Framework for | Thomas P Jakobsen, ACM Cloud
Outsourcing of Jesper Buus Nielsen, ) . Arizona
: . Computing Security | ACM 2014 - No
Secure Claudio Orlandi (USA)
. Workshop (CCSW)
Computation
Automatic Aoplied
protocol selection | Florian Kerschbaum, c?p toaraphy and http://eprint.iacr.org/2014/2
in secure two- Thomas Schneider, yptograpny & Springer Berlin 2014 00 Yes
N Network Security
party Axel Schropfer
. (ACNS)
computations
GSHADE: Faster
privacy- Julien Bringer, Hervé | ACM Workshop on
preserving Chabanne, Mélanie Information Hiding http://dl.acm.org/citation.cf
distance Favre, Alain Patey, and Multimedia ACM New York 2014 m?doid=2600918.2600922 | No
computation and | Thomas Schneider, Security
biometric Michael Zohner (IH&MMSEC)
identification
Notes on non-
Ln;(r;ra;trli\éinsciaﬁure ACM Workshop on
"Imape feature Matthias Schneider Information Hiding http://dl.acm.org/citation.cf
ge rea ' 9€T | and Multimedia ACM New York 2014 m?2doid=2600918.2600927 | No
extraction in the Thomas Schneider .
encrypted domain Security
: ) (IH&MMSEC)
with privacy-
preserving SIFT"
Faster private set Benny Pinkas, USENIX Security . http://eprint.iacr.org/2014/4
intersection . ) San Diego 47
based on OT Thomas Schneider, Symposium . USENIX (CA) 2014 ar Yes
extension Michael Zohner (USENIX Security)
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Ad-hoc secure
two-party

Main authors

Daniel Demmler,

Title of the
periodical or the
series

USENIX Security

Publisher

Place of
publication

Year of
publication

Permanent identifiers® (if

available)

https://eprint.iacr.org/2014/4

Is/Will ongen
access
provided to
this
publication?

(rfé?)ﬁgtgg\?i?::: Thomas Schneider, Symposium USENIX ?gE)Dlego 2014 67 Yes
X Michael Zohner (USENIX Security)
using hardware
tokens
Cut-and Choose
Yao-Based
(S:‘;f];‘ritation .| Yehuda Lindell, Ben | ~nvoro 2014 CRYPTO | Santa 0014 http://dx.doi.0rg/10.1007/97 | ¢
pu . Riva 2014 Barbara (CA) 8-3-662-44381-1 27
the Online/Offline
and Batch
Settings
Sujoy _Slnha Roy, Workshop on
Compact Ring- Frederik Cryptographic
LWE Vercauteren, Nele Hardware and CHES Busan 2014 https://eprint.iacr.org/2013/8 Yes
Mentens, Donald (Korea) 66.pdf
Cryptoprocessor Embedded Systems
Donglong Chen, (CHES)
Ingrid Verbauwhede
Searchable ACM Conference
Encryption with Florian Hahn, Florian | on Computer and Arizona
Secure Efficient Kerschbaum Communications ACM (USA) 2014 - No
Updates Security (CCS)
Optimal Average- ACM Conference
Complexity Ideal- . .
: Florian Kerschbaum, | on Computer and Arizona
Security Order- . Co ACM 2014 . Yes
: Axel Schrdopfer Communications (USA)
Preserving .
. Security (CCS)
Encryption
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Tutorial: Client-

Main authors

Title of the
periodical or the
series

ACM Conference

Publisher

Place of
publication

Year of
publication

Permanent identifiers® (if

available)

Is/Will ongen
access
provided to
this
publication?

Controlled Cloud | Florian Kerschbaum | O Compyter_ and ACM Arizona 2014 _ Yes
Encryption Communlcatlons (USA)
Security (CCS)
RAID-PIR: Daniel Demmler, ACM Cloud . ) .
Practical multi- Amir Herzberg, Computing Security | ACM '?Jé%‘a 2014 222(5//5?)2((?(? i‘fﬁllo'lmy% No
server PIR Thomas Schneider Workshop (CCSW) —
Context-Based
Zero-Interaction Markus Miettinen, N. | ACM Conference
Pairing and Key Asokan, Thien Duc on Computer and Arizona )
Evolution for Nguyen and Ahmad- | Communications ACM (USA) 2014 No
Advanced Reza Sadeghi Security (CCS)
Personal Devices
ASM: A Stephan Heuser,
Programmable Adwait Nadkarni, USENIX Security San Diedo
Interface for William Enck and Symposium USENIX (CA) 9 2014 - Yes
Extending Ahmad-Reza (USENIX Security)
Android Security | Sadeghi
Swap and Play: .
Live Updating Franz Fferd'lna.nd ACM Cloud .
. Brasser; Mihai : . Arizona
Hypervisors and SO Computing Security | ACM 2014 - No
oo Bucicoiu; Ahmad- (USA)
Its Application to . Workshop (CCSW)
Reza Sadeghi

Xen
Homomorphic
g:‘?i::]iaetrl:tres v Dario Catalano, Santa https://eprint.iacr.org/201

o Dario Fiore, and Crypto 2014 Springer Barbara 2014 . — Yes
Verification for Boadan Warinschi (CA) 4/469
Polynomial 9
Functions

Table 2: List of publications
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1.2.2 Presentations, Conferences and Workshops

All Presentations, Conferences and Workshops are listed in an action overview list and are updated by the partners on a regularly base. Currently
the PRACTICE partners participated in 27 presentations, conferences and workshops during the first project year. Most of the activities have
focused on presentation to scientific conference and workshops. Dissemination targeted to commercial audience and industry expert will be
increased in the second year when practical results and prototypes could be presented. In the following table, all the activities are listed, reporting

the type of activity and the dissemination target, and all the details about the event.

Type of

R : Date : :
act|V|F|es/D| Main leader S|;e o Type and goal of the event il
ssemintatio audience addressed

n target Day Month Year
Participation in the
. Plenary of the EU . -
Workshop/Sci Promotion of PRACTICE goals within EU .
entific Intel, TEC Platform on Netwgrk 11 12 2013 Brussels 80 Research community. International
and Information
Security
Participation in the
WG3 (Research and
Workshop/Sci Innovation) of the EU Promotion of cloud privacy as an important .
entific Intel, TEC Platform on Network 12 12 2013 Brussels 40 challenge for future research International
and Information
Security
The main objectives of the meeting were the
following:
Workshoo/Sci glubster Vgorkshtop on - Positioning security projects and clusters
entific P TEC Fg’,fgecuﬁg/“g)}ru'sr; 12 12 | 2013 | Brussels / Belgium N/A | compared to EU cyber security strategies International
; - Introduce new security projects (e.g. call 10
Research Projects . :
EU funded, national projects) to extend the
reach of clusters.
ICISS (International Conference on Information
) Systems Security), provides a forum for
International discussing and disseminating recent advances
Conference/S | g \p Conference onl 19 | 12 |2013| Kokata/lIndia N/A - |In information and systems security. ICISS | nierational
cientific Information Systems 2014 encourages submissions from the
Security (ICISS) academia, industry and government
addressing both theoretical and practical
problems in information systems security and
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IYPt? OI;D' Date Size of Countri
activities’™ l main leader 12€ 0 Type and goal of the event OHNTHES
ssemintatio audience addressed

n target Day Month Year

related areas.
Presentation/ Secure Shared Annual Real World Crypto Workshop brings
Scientific- CYBER Computation in the| 14 1 2014 New York 300 together  cryptography researchers and | International
Commercial Public Cloud developers implementing real-world systems
Workshop/Sci S .

o CYBER,BIU, |Real World Crypto Annual Workshop bridging academia and .
entific- _ PAR, AU Workshop 13-15 1 2014 New York 300 industry International
Commercial

The goal of this workshop is to bring together
researchers in security and cryptography to
Workshop/Sci Worl_<shop o_on ?éifal:asrzh ﬁfg&?onzd\rlglgct:eeg, tocgerl)"p?ir;?jessecinrg .
o AU Applied  Multi-Party | 20-21 1 2014 | Redmond, USA N/A . X S International
entific . computation. The workshop consists of invited
Computation ) X
keynote presentations, contributed
presentations and round-table discussions on
all aspects of applied secure computation.
4th Bar-llan Winter
Workshob/Sci gﬁhotgl raph orj Provide a broad basis in the theoretical
entific P BIU, AU S )rﬁmgtric? y 27-30 2 2014 | Ramat Gan/ Israel N/A foundations of symmetric encryption, practical | International
y g constructions and cryptanalysis
Encryption in Theory
and Practice
Presentation/ On the Performance Hebrew Universit Presentation of: On the Performance of Private
esent BIU of  Private  Set| 3 3 |2014 Y N/A Ot International
Scientific . Jerusalem, Israel Set Intersection
Intersection
The main objective of EWSCS is to expose
. . Estonian, Baltic, and Nordic graduate students
Workshop/Sci 19th Estonian Winter . in computer science (but also interested .
o AU School in Computer | 2-7 3 2014 | Palmse, Estonia N/A . International
entific . students from elsewhere) to frontline research
Science (EWSCS) . o
topics usually not covered within the regular
curricula.
PRACTICE D32.1 8
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PRACTICE

IYPt? OI;D' Date Size of Countri
activities’™ l main leader 12€ 0 Type and goal of the event OHNTHES
ssemintatio audience addressed

n target Day Month
Workshop/Sci DIMACS - Workshop ISr?epnl:rpgfaﬁeOf tof}lstv'\::rksa?f pirl1$ tgea(l:cil\::ncgotﬂg .

o TUDA on Secure Cloud |27-28 3 2014 | New Jersey / USA 30 . . . International
entific C . computing with experts from academia and

omputing )
industry.
Conference/S . Cybernetica was presenting the PRACTICE
cientific- CYBER Regular meeting _of 7 4 2014 Hong Kong SAR/ ~50 project to ISO/IEC JTC1 SC 27 to involve the | International
. ISO/IEC JTC1 SC27 China ! : = s
Commercial project closer into standardization activities.
Cybernetica was included in EU-s Innovation
Radar pilot project and was invited to the
event. The event - "New Frontiers for European
Entrepreneurs" 1 is bringing together over 100
high growth ICT startups from across Europe
Conference/C New Frontiers  for ;%gc(?atlr;?;tosss vivr?\llles:g?sd m%n(;CTcll;ZtC:rzatofrcsx}
- CYBER European 29 4 2014 | Brussels / Belgium ~300 o . . International
ommercial networking and collaboration. The "innovation
Entrepreneurs . ; . .
radar" pilot is working closely with the
organisers of the event to have meaningful,
relevant and targeted activities during the event
for each of the innovators, such as your
organisation, that we have identified in our
pilot.
Secure Multiparty Computation is a powerful
. cryptographic notion that - in theory - can solve
Workshop/Sci | AU, BIU, Theory and Pr_act|ce virtually any cryptographic protocol problem. .

o of Secure Mulitparty | 5-9 5 2014 | Aarhus / Denmark N/A . - - International
entific TUDA C : This workshop brings together people in both

omputation . ;
theory and practice of the field, and we are
convinced that this will prove very productive.
The workshop brought together a state of the

. ) art of secure multi-party computation
ZY]%;:(:hOp/SCI CYBER \IlcoFilfsAr\]o SPAR-MPC 28-29 5 2014 Boston / USA ~50 researchers. Cybernetica was discussing a | International

P prototype developed within the PRACTICE
program.

. Intelligent Things, : : Germany, US,
Wo_rl_<sh0p/SCI TUDA, INTEL | Vehicles and | 10-11 6 2014 Darmstadt/German 150 Presentation of results and future plans in form Italy, Finland
entific o y of Talks, Posters and Demos T ’

Factories: Romania,

PRACTICE D32.1




D32.171 Updated plan and initial report on dissemination, standardisation, exploitation and training

PRACTICE

IYPt? OI;D' Date Size of Countri
activities’™ l main leader 12€ 0 Type and goal of the event OHNTHES
ssemintatio audience addressed

n target Day Month Year

Intel Workshop on Spain, etc.
Cyberphysical and
Mobile Security
12th International The conference seeks submissions from
Conference on academia, industry, and government
Qonfgrence/S SAP Applied 10-13 6 2014 Lagsanne/ N/A presenting novel research on all aspects of | International
cientific Switzerland )
Cryptography  and applied cryptography as well as network
Network Security security and privacy.
The 2nd Information Hiding and Multimedia
Security Workshop focusses on  both,
information hiding topics such as
2nd ACM Workshop watermarking, steganography and
Workshob/Sci on Information steganalysis, anonymity, privacy, hard-to-
entific PASCH tupa Hiding and|11-13| 6 |2014 | Salzburg/Austria >50 | intercept communications, and | International
“ Multimedia Security covert/subliminal channels as well as
(ICH&MMSEC'14) multimedia security topics such as data hiding,
robust/perceptual hashing, biometrics, video
surveillance, and multimedia forensics.
ACM Symposium on The aims of the symposium are to share novel
Access Control . access control solutions that fulfil the needs of
Qonfgrence/S SAP Models and | 25-27 6 2014 London, Ontario / N/A heterogeneous applications and environments, | International
cientific . Canada . . o
Technologies and to identify new directions for future
(SACMAT) research and development.
As a result of the rapid evolution in genomic
research, substantial progress is expected in
terms of improved diagnoses and better
preventive medicine. The low cost of DNA
: i ill break the physician/patient
Workshop/Sci Workshop on Amsterdam / sequencing - wi - o ;
entific CYBER Genome Privacy 15 7 2014 Netherlands connection, because private citizens (from International
anywhere in the world) can have their genome
sequenced without involving their family doctor.
An undesirable consequence of this technical
progress is that genomics is becoming the next
major challenge for privacy, because (i) genetic

PRACTICE D32.1
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Type of Date
activities/Di Size of Countries

. — Main leader F
ssemintatio audience

n target Day Month Year

Type and goal of the event T

diseases can be unveiled, (ii) the propensity to
develop  specific  diseases (such as
Al zhei mer &evgaleds @ina volunteer,
accepting to have his genomic code made
public (as has already happened), can leak
substantial information about his ethnic
heritage and the genomic data of his relatives,
and (iv) complex privacy issues can arise if
DNA analysis is used for criminal investigations
and medical purposes. Such issues could lead
to genetic discrimination.

The school aims to introduce the participants to
the principles of modern cryptography as
applied to the most basic primitives. The target
audience are top undergraduate and graduate
Wo_rI_<shop/Sci UNIVBRIS Cryptography 21-24 7 2014 Bucharefst/ N/A students, early career resgarchers,.as well as
entific Summer School Romania security professionals with an interest in
cryptography. While no  specific  prior
knowledge on cryptography is required, the
participants are expected to be familiar with
basic algebra and probability theory.

International

Faster Private Set
BIU Intersection Based| 14 8 2014
on OT Extension

Presentation/

Yorktown, New N/A Presentation of: Faster Private Set Intersection
Scientific

York, NY Based on OT Extension International

CRYPTO 2014 is the 34rd International
Cryptology Conference. It will be held at the
University of California, Santa Barbara (UCSB)
Conference/S Santa Barbara from August 17 to 21, 2014. The academic
e BIU, AU CRYPTO 2014 17-21 8 2014 N/A program covers all aspects of cryptology. The | International
cientific (CA) I USA . .

conference is sponsored by the International
Association for Cryptologic Research (IACR),
in cooperation with the Computer Science
Department of UCSB.

: The USENIX Security Symposium brings
Conference/S 23rd USENIX San Diego, CA/ . .
cientific BIU, TUDA 20-22 8 2014 '°9 520 together researchers, practitioners, systems | International

Security Symposium USA .
y Symp programmers and engineers, and others

PRACTICE D32.1 11



PRACTICE

D32.171 Updated plan and initial report on dissemination, standardisation, exploitation and training

Type of Date
activities/Di Size of Countries

ssemintatio Main leader audience Type and goal of the event

n target Day Month Year

addressed

interested in the latest advances in the security
of computer systems and networks. The
Symposium will be held August 201 22, 2014, in
San Diego, CA, and includes a technical
program with refereed papers, invited talks,
posters, panel discussions, and Birds-of-a-
Feather sessions.

The Ninth Conference on Security and
Cryptography for Networks (SCN 2014) aims at
bringing together researchers in the field of
cryptography and information  security,
practitioners, developers, and users to foster
cooperation, exchange techniques, tools,

9th Conference on experiences and ideas. The conference seeks
C_onf_e_rence/S AU Security and 3.5 9 2014 Amalfi, Italy N/A §ubm|55|ons from_ academia, government, and
cientific Cryptography for industry presenting novel research on all

Networks practical and theoretical aspects of
cryptography and information security. The
primary focus is on original, high quality,
unpublished research of theoretical and

practical impact, including concepts,
techniques, applications and  practical
experiences.

Secure Multiparty Computation (SMC) is a
universally applicable privacy-enhancing
technology, that can be used whenever

Usable and Efficient untrusted platforms compute on sensitive data.

Workshop/Sci | CYBER,

entific TUDA, TUE gecure _ Multiparty | 11 9 2014 | Wroclaw / Poland N/A The goal of the workshop is to bring together International
omputation :
researchers of SMC and builders of secure
systems, to discuss the secure computation
techniques necessary for practical applications.
Cybernetica represented PRACTICE
. . . comments to ISO/IEC 19582-1, 19592-2 and
Conference/S Regular meeting of Mexico City, _ o ’ .
cientific CYBER ISO/IEC JTC1 SC27 20-24 10 2014 Mexico 50 29151. The majority of the comments were | International

accepted and PRACTICE work will be included
in the next drafts of these standards.

PRACTICE D32.1 12
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Type of DE : )
=12 O Type and goal of the event SIS

activities/Di
ssemintatio
n target

Main leader :
audience addressed

Day Month Year

Presentation/ SAP presented at a highly coveted spot at
commercial | SAP SAP DKOM Palo Alto, USA SAP DKOM in Palo Alto to the entire
product development organization.

Table 3: Presentations, Conferences and Workshops

PRACTICE D32.1 13



D32.17 Updated plan and initial report on dissemination, standardisation, PRACTléEa
exploitation and training

1.2.3 PRACTICE Project Website

1.2.3.1 Public PRACTICE Website http://www.practice-project.eu

For the purpose of visibility, the project website was launched in month two of the project. It
provides an overview of the project and up-to-date information on its activities and results, as
well as contact details, information on partners and events. The website is based on the
Content Management System (CMS) i J o oanweblskreer which provides the public
website and additionally restricted areas for members only. The website can be viewed with
a standard web browser and will be kept alive throughout the project period and at least 3
years afterwards. Our website has been designed such that it can be handled intuitively and
gives an introduction to the technical and organisational aspects of the project.

The project website has been updated continuously by the Project Coordinator, whereas all
partners participate in the process by notifying the Coordinator of important news and
developments.

The following illustration (Figure 1) shows the Welcome page of the PRACTICE website.
Project details of PRACTICE as well as the content of the respective section are given.

PRACTléEE s

Welcome to Practice

Mission

The mission of PRACTICE is o design cloud computing technologies that allow computations in the cloud thus enabling new business processes while
keeping the used data secrel. Unlike today — where insiders can access sensitive data — PRACTICE will prevent cloud providers and other unauthorized
parties from obtaining secret or sensitive information

Motivation

Information processed by businesses, govemment organizations and individuals often comes with confidentiality and integrity requirements that the
processing party must adhere to. As a result, dala processors must deploy security controls for their ICT infrastructure, prolecting it against external as
well as interal attackers. This is relatively easy when this infrastructure is local and controlled by the processing party, but much harder when it is
provided by an external service provider. Cloud services promise greal benefits in terms of financial savings, easy and convenien! access lo data and
services, as well as business agility. Organizations and individuals therefore choose 1o outsource their data to the cloud, where an unirusted party is in
charge of storage and computation. A major concern for the adoption of cloud computing is the inability of the cloud to build user trust in the information
security measures deployed in cloud services. Common computing techniques cannot be applied on encrypted data, and therefore the data and the
programs that compute on the data must be decrypted before being run on the cloud infrastructure. A comprehensive solution for securing the cloud
computing infrastructure can be based on cryptographic mechanisms of secure computation. These mechanisms allow for distributed computation of
arbitrary functions of private (secret) inputs, while hiding any information about the inputs fo the functions. Put differently, these mechanisms support
computation on encrypled data. We identify several settings where secure computation in the cloud is needed. PRACTICE will address all of these
settings

* Hiding user data from other users of the same cloud service
* Hiding user dala from the cloud provider

* Securing computation between several servers

* Securing computation between untrusting parties

Project reference: 609611 Programme type:

Start date: 2013-11-01 Seventh Framework

End date: 2016-10-31 Programme PR
Duration: 36 months Programme acronym: " "
Project cost: € 10.456.059 FP7-ICT-2013-10 * "
Project funding: € 7.550.000 Contract type: il

Collaborative project

Figure 1: Welcome page of the PRACTICE website
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The structure of the official part of the website includes the following Links:
About

1 General introduction about the project including a submenu for further specific
information belonging to PRACTICE (mission, motivation, planned results, technical
approach, fundamental technologies, progress and expected impact)

News
1 Divided in three sub items:

0 Press & News 1 including press releases (e.g. PRACTICE Leaflet or
Newsletter)

o Conferences & Workshops i list of all past and upcoming conferences and
workshops

0 Meetings i list of all past and upcoming meetings

Publications & Deliverables

1 Publications by PRACTICE partners (Public and approved Deliverables, other
Publications, e.g. PRACTICE application scenarios)

Blog:
1 Legal notices (Disclaimer, Legal notices, Privacy and Feedback)
1 Blog entries to News, Publications and Events

Links:
1 PRACTICE related / relevant projects

Partners
1 Consortium of the PRACTICE project

Login
9 Login area for project internal use.

The project website serves as the most versatile information and communication tool, as on
one hand it provides information for a worldwide audience and on the other hand it enables a
working platform for the project team. Therefore, it provides a user-friendly and informative
environment.

As mentioned above, the website offers the users general information about the PRACTICE

project, its activities, achievements as well as background information, contact details and
events. The menuitemi Newsnoc |l udes t he three sub items fAPres
Wor kshopso and fiMeeti ngso.

Behind this sub items, there is for example a list of all past and upcoming conferences,

workshops and meetings as well as press releases as illustrated in the following figures

(Figure 2, Figure 3 and Figure 4). The user can access the adequate site of the preferred

news. Publications and application scenarioscan be found by <c¢clicking t
Del i v e iimmend itens. Burthermore publications can be downloaded and useful links are

given, which is illustrated in Figure 5.
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PRACTICE

November 2013

PRACTICE-Announcement Letter

July 2014
PRACTICE Newsletter Issue 2
March 2014

PRACTICE Newsletter Issue 1

September 2014
PRACTICE Poster
PRACTICE Roll-Up

December 2013

PRACTICE Leaflet

Figure 2. P r e Newsd¥age of the PRACTICE website
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Conferences & Workshops

December 2014

11" of December 2014, Second meeting of the Network and Information Security (NIS) Platform Plenary, Brussels/Belgium
Promotion of Practice goals within the EU Research community

12" of December 2014, WG3 (Research and Innovation) of the EU Platform on Network and Information Security,
Brussels/Belgium
Promotion of cloud privacy as an important challenge for future research

November 2014

7™ of November 2014, ACM Cloud Computing Security Workshop (CCSW 2014), Arizona/USA
Florian Kerschbaum (SAP), Ahmad-Reza Sadeghi (TUDA) and Thomas Schneider (TUDA) are program committee members

August 2014

20%-22" of August 2014, 23" USENIX Security Symposium (USENIX Security '14), San Diego (CAYUSA
Bar-llan University's (BIU) and Technical University Darmstadt's (TUDA) peer-reviewed publications:
. Benny Pinkas, Thomas Schneider, Michael Zohner:
Faster pnvare set intersection based on OT extension
. Daniel Demmier, Thomas Schneider, Michael Zohner.
Ad-hoc secure two-party computation on mobile devices using hardware tokens

17".21%! of August 2014, CRYPTO 2014, Santa Barbara (CA)/USA
The following paper will be presented, and acknowledges PRACTICE's support
. Y. Lindell and B. Riva
Cut-and-Choose Yao-Based Secure Computation in the Online/Offline and Batch Settings

July 2014

21°L24"™ of July 2014, Cryptography Summer School, Bucharest/Romania
The University of Bristol in collaboration with the Romanian Academy of Science and the University of Bucharest, and with the
support of the FP7 EU project PRACTICE organize a summer school on modern cryptography.

15M of July 2014, Workshop on Genome Privacy, Amsterdam/Netherlands
Cybemetica participates as panel speaker and presents the genome studies animation from PRACTICE

June 2014

11m-1 Sm of June 2014, 2nd ACM Workshop on Information Hiding and Muitimedia Security (IH&MMSEC'14), Salzburg/Austria
Technical University of Darmstadt (TUDA) peer-reviewed publications:
«  Julien Bringer, Hervé Chabanne, Mélanie Favre, Alain Patey, Thomas Schneider, Michael Zohner:
GSHADE: Faster privacy-preserving distance computation and biometric identification
. Matthias Schneider, Thomas Schneider
Notes on non-interactive secure comparison in "Image feature extraction in the encrypted domain with privacy-
preserving SIFT*

Figure3:AConf er ences -gagedbtie PRACHIGEwWEbsite

Meetings

September/October 2014

29" of September - 1% of October 2014, PRACTICE Technical, General Assembly and Advisory Board Meeting,
Istanbul/ Turkey

March/April 2014

31! of March - 2™ of April 2014, PRACTICE Technical Meeting Berlin/Germany

November 2013

25M-27" of November 2013, Kick-Off-Meeting, Darmstadt/Germany

Figure 4: A Me epage ofghe BRACTICE website
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Figure 5: Publications page of the PRACTICE website

A statistical analysis of access (both unique visitors and overall visits) to the PRACTICE
project website has been visualized and is shown in the graphics below. In order to obtain
these figures, we used two different statistical tools.

The statistical graphics give attention to the M12 in the first project period (1% to 29" of
October 2014).

The illustration below provides an overview of the number of unique visitors and the total
number of page requests (visits). While the visitors are counted just for the first time of their
website visit, visits are counted for each request of the website.
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Unique Visitors / Page Views: Oct-14
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Figure 6: PRACTICE website statistic of unique visitors and non-unique visits

During the whole M12 in the first project period the PRACTICE website has been visited
5,679 times in total by 2,548 unique visitors.

The following website statistic il l ustlocatianes t he
Three quarters of the visitors were from European region. The remaining percentage is

spread over America (North and South America), Asia, Africa and others. This shows that the

major interest in this European research project lies of course within Europe. However, it

must also be highlighted that the project raises considerable interest among other continents,

especially America.

Visitors
1% S 1%
M Europe (75%)
i America (15%)
 Asia (8%)
Africa (1%)

i Other (1%)

Figure 7: PRACTICE website statistic of the geographical distribution of visitor's location

It has to be also pointed out that the PRACTICE project was able to attract a considerable
amount of new visitors, representing almost two thirds.
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Session

W New Visitor

Returning Visitor

Figure 8: PRACTICE website statistic of the distribution of the type of the visitors

Considering the top downloaded documents during the whole October (M12) in the first

project period, the PRACTICE Newsletter (Issue 2), which was published in July 2014, was

the most frequently viewed/downloaded document of the PRACTICE website (140 hits), as

shown in the following figure. Also gladly downloaded publication - 59 times - was a paper of

the project partner Katholieke Universiteit Leuven wi t h t he titl eWEi Comp
Cryptoprocessoro. Although t he &ashyea rnghtafeenteent L e
Kick-Off of PRACTICE, this document was downloaded 25 times during October 2014. This

is closely followed by the PRACTICE Newsletter (Issue 1) with 24 hits and the Leaflet with 21

hits.

Top 5 Downloads: Oct-14

Newsletter (Issue 2, July 2014) 140
Publication: Compact Ring-LWE Cryptoprocessor 59
Announcement Letter (November 2013) 25
Newsletter (Issue 1, March 2014) 24
Leaftlet 21

Figure 9: Statistic of the most frequently viewed/downloaded documents

1.2.3.2 Restricted Area of PRACTICE Website

Beside the public area, there is a password-protected area which is reserved for project
participants in order to share project-internal data only (Figure 10). Thus only registered
partners are able to enter it and can benefit from the options offered there, e.g.:

1 Documentation and tutorials related to PRACTICE,
9 Calendar for appointments and meetings,

1 Mailing lists for reaching special mailing groups,
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PRACTICE

9 Archives of the mailing list emails,

1 SVN repository,

9 iCal export of upcoming events

Figure 10: Content of the restricted area of the PRACTICE website

User Menu

Documentation & Tutorials
Calendar

Mailing lists

Mailing list archives

SVN Repository

Upcoming Events

monthly EB Telco
Thu Oct 09 @ 1:00PM
Submission D11.1
Fri Oct 31 @12:00AM
Submission D21.1
Fri Oct 31 @12:00AM
Submission D22.2
Fri Oct 31 @12:00AM
Submission D31.1
Fri Oct 31 @12:00AM

iCal Export
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1.2.4 Presentation of the Project to the General Public

1.2.4.1 Web, Video, Flyers and Press Releases in Popular Press

All presentations to the general public are listed in an action overview list and are updated by the partners on a regularly basis. The project was
presented to the general public in 5 different ways during the first project year.

Date . ;
Type of Size of Countries

Main leader - Place Type and goal of the event

audience addressed
Day Month Year

activities

Press release g:rct:néor‘ls‘l‘ Zr?r?o%ﬁgjnent Letter 29 11 2013 | Online N/A Eszé.ﬁggavsvzgg?ebe downloaded from International
Flyer g:rct:néor‘ls‘l‘ PRACTICE Leaflet 29 11 2013 | Online N/A ggriﬁi?r:;g)gf ,:E;l'fffglétvgggstii downloaded International
Web g:rct:néor‘ls‘l‘ :Dssﬁfir ICE Newsletter 3 2014 | Online N/A l;gvxg?rtltarzcxgbz?tgownIoaded from International
Video TEC Qﬁiﬂggggg scenario 6 2014 | Online N/A \\//vgtfsc:fecan be downloaded from PRACTICE International
Web g:rct:n?rls_l— :Dsiﬁg:; ICE Newsletter 7 2014 | Online N/A glgvxg?rtltéalrzcve\}gblﬁtglownIoaded from International

Table 4: Dissemination activities
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1.2.4.2 Project Logo

For the improvement of its visibility, the PRACTICE project has adopted a project logo
(Figure 11). The logo is used on all internal templates as well as on external dissemination
tools.

PRACTICE

Figure 11: PRACTICE logo

1.2.4.3 Project Announcement Letter

The intention of the PRACTICE Announcement Letter was to communicate the project start
and ideas towards the general public. It was released in November 2013 giving a summary
of the project addressed to non-specialist citizens and outlines what the project is about and
how its planned results would matter for citizens and consumers. It can be found on the
PRACTICE website following

http://www.practice-project.eu/downloads/announcement-letter/PRACTICE Announcement-
Letter nov2013.pdf
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1.2.4.4 Project Leaflet

The official PRACTICE leaflet is a four page informative and graphically appealing A4 flyer, highlighting the objectives and the work programme of
PRACTICE (Figure 12). It can be and has already been used for distribution at conferences or certain other events in order to provide further
visibility to the PRACTICE project. TEC was mainly responsible for the design of the leaflet and distributed it to all partners after finalisation. An
electronic version of the leaflet is available on the PRACTICE website.

http://www.practice-project.eu/downloads/publications/leaflet/ PRACTICE-leaflet.pdf

PRACTICE

Privacy-Preserving
Computation
in the Cloud

PRACTICEQ

Figure 12: PRACTICE leaflet
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